Fingringhoe
Church of England (VA) Primary School
CCTV Policy

1. Purpose

This policy sets out how Fingringhoe C of E (VA) Primary School uses Closed-Circuit
Television (CCTV) to promote the safety and security of pupils, staff, visitors, and school
property, while respecting privacy rights.

The primary purposes of CCTV at this school are:

To safeguard pupils, staff, and visitors.

To protect school buildings and assets from damage, vandalism, or theft.
To prevent and detect crime.

To support the health and safety of the school community.

To provide evidence, when required, in the event of incidents or investigations.

CCTV will only be used where its benefits outweigh the impact on individuals’ privacy and
where less intrusive means are insufficient.

2. Legal Framework

This policy complies with:

UK General Data Protection Regulation (UK GDPR)

Data Protection Act 2018

Human Rights Act 1998 (Article 8 — Right to privacy)

Protection of Freedoms Act 2012 (Surveillance Camera Code of Practice)

Information Commissioner’s Office (ICO) guidance

The school is registered as a Data Controller with the ICO and pays the annual data

protection fee.

3. Data Protection Principles



CCTV usage at Fingringhoe Church of England (VA) Primary School follows the six data
protection principles:

1. Lawfulness, fairness, transparency — CCTV is used only for legitimate purposes. Clear
signage and notices inform all individuals.

2. Purpose limitation — Footage is only used for stated purposes.

3. Data minimisation — Only relevant images are captured, and coverage is limited to
school grounds where justified.

4. Accuracy — Systems are maintained to ensure accurate capture.

5. Storage limitation — Footage is retained for a maximum of 30 days unless required for
investigation.

6. Integrity and confidentiality — Footage is stored securely and access is strictly
controlled.

4. Roles and Responsibilities

e Headteacher / Data Protection Officer (DPO): Responsible for overall compliance with
this policy.

e CCTV System Manager (TCS Ltd): Maintains the system, ensures secure storage, and
controls access.

e All staff with access: Must comply with this policy and undergo relevant training.

5. Transparency & Signage
e CCTV warning signs are displayed clearly at entry points and around the school site.

¢ The school's Privacy Notice includes details of CCTV use and is available on the
school website and on request.

6. System Location and Coverage

e CCTV cameras are installed in external areas of the school site such as entrances,
playgrounds, and other external grounds.

e CCTV will not be used in private areas such as toilets, changing rooms, or staffrooms.

7. Data Protection Impact Assessment (DPIA)



Before installation or significant changes to CCTV, the school conducts a DPIA to assess
privacy risks and ensure the system is proportionate and justified.

8. Access and Disclosure
e Access to CCTV footage is restricted to authorised staff.
e Alogis kept of all access and disclosures.
e Footage may only be shared with:

o Law enforcement agencies (where required for crime prevention or
investigation).

o The school’s insurers, legal representatives, or local authority in the event of
an incident.

e Any disclosure must comply with UK GDPR and this policy.

9. Retention and Storage
e CCTV footage is stored securely on a secure server.

e Footage is automatically deleted after 30 days unless required for investigation or
legal purposes.

¢ Retained footage for investigations will be securely stored and deleted once no
longer required.

10. Subject Access Requests (SARs)
¢ Individuals have the right to request access to CCTV footage in which they appear.

¢ Reqguests must be submitted in writing using the surveillance recordings access form,
available from the school office.

e Requests will be responded to within one month as required by UK GDPR.

¢ Where necessary, footage of other individuals will be blurred or otherwise protected.

11. Training and Awareness

e Staff authorised to operate CCTV systems will receive appropriate training in data
protection, security, and privacy considerations.

¢ Awareness materials are provided for pupils and parents to explain the use of CCTV.



12. Review and Monitoring

e This policy and the CCTV system will be reviewed annually by the Headteacher and
DPO.

¢ Regular audits will ensure compliance with the law and this policy.

e Continued use of CCTV will only be justified if the benefits outweigh the intrusion into
privacy.

13. Complaints

Complaints about the school's use of CCTV should be addressed in the first instance to the
Headteacher. If unresolved, complaints can be escalated to the Information Commissioner’s
Office (ICO).

14. Policy Approval

Approved by Governing Body: September 2025
Next Review Date: September 2027



